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§ Outline
Spec: Outline your technology in detail (purpose, scope, needs, benefits)

Hint: purpose includes specific goals and objectives, scope includes delimiting context and use

cases, needs includes design reasons and motivations, benefits can include societal /economic/health/etc.

88§ Owur Scope

Our technology is the indelible GPT-3 series of Large Language Models (LLMs). Within this family of

models, we apply a Value-Sensitive Design (VSD) analysis to:
o GPT-3 (the original 2020 paper);
o InstructGPT (a subsequent RLHF (Reinforcement Learning Human Feedback) iteration);
 and finally ChatGPT (a sibling model of InstructGPT without an official corresponding paper).

We consider the publicly released product at openai.com on the 30th of November 2022 as the

basis for our Stakeholder Analysis and Comparative Analysis.

Human Values (Friedman, Kahn, Borning, Huldtgren, 2013)

Table 4.1 Human values (with Ethical Import) often implicated in system
design

From: Value Sensitive Design and Information Systems

Human value Definition

Sample literature

Human Refers to people's physical, material, and psychological well-being
welfare

Ownership  Refers o a right to possess an object {or information), use i,

and property  manage it, derive income from it, and bequeath it

Privacy Refers ta a claim, an entitlement, or a right of an individual to

determine what information about himsalf or herself can be
communicated to others

Freedom from Refers to systematic unfaimess perpetrated on individuals or

bias groups, including pre-existing social bias, technical bias, and
emergent social bias

Universal Refers to making all people successful users of information
usability technology
Trust Refers to expectations that exist between people who can

experience good will, extend good will toward others, feel
vulnerable, and experience betrayal

Autonomy Refers to people’s ability to decide, plan, and act in ways that they
believe will help them to achieve their goals

Informed Refers to gamering pecple’s agreement, encompassing criteria of

consent disclosure and comprehension (for “informed®) and voluntariness,

competence, and agreement (for “consent”)

Accountability Refers to the properties that ensures that the actions of a person,

people, or institution may be traced uniquely to the person, people,

or institution
Courtesy Refers to treating people with politeness and consideration

Identity Refers to people’s understanding of who they are over time,
embracing both continuity and discontinuity over time

Calmness Reters to a peaceful and composed psychological state

Environmental Refers to sustaining ecosystems such thal they mest the needs of
sustainability  the present without compromising future generations

Leveson (1991), Friedman et al. (2003), Neumann (1995), Turiel {1983, 1998)
Becker (1977), Friedman (1987b), Herskovits (1952), Lipinski and Britz (2000)

Agre and Rotenberg (1998), Bellotti (1998), Boyle et al. (2000), Friedman (1997b),
Fuchs (1999), Jancke et al. (2001), Palen and Dourish (2003), Nissenbaun (1388,
Phillips (1998), Schoemnan (1984), Svensson et al. (2001)

Friedman and Nissenbaum (1996), cf. Nass and Gong (2000), Reeves and Nass
(1996

Aberg and Shahmehri (2001), Shneiderman (1889, 2000), Cooper and Rejmer
(2001), Jacko et al. (1999), Stephanidis (2001)

Baier (1986), Camp (2000}, Dieberger et al. (2001), Egger (2000), Fogg and Tseng
(1999), Friedman et al. (2000a), Kahn and Turiel (1988), Mayer et al. (1995), Olson

and Olson (2000), Nissenbaum (2001), Roceo (1998

Friedman and Nissenbaum (1897), Hill (1991), Isaacs et al. (1996), Suchman (1994),
Winograd (194)

Faden and Beauchamp (1986), Friedman et al. (2000b), The Belmont Report (1878)
Friedman and Kahn (1992), Friedman and Millet (1995), Reeves and Nass (1996)
Bennett and Delatrea (1978), Wynne and Ryan (1993)

Bers etal. 2001), Rosenberg {1997), Schiano and White (1998), Turkle (1996)
Friedman and Kahn (2003), Weiser and Brown (1997)

United Nations (1992), World Commission on Environment and Development (1987),
Hart (1899), Moldan et al. (1997), Northwest Environment Watch (2002)

Friedman B, Kahn PH, Borning A, Huldtgren A. Value sensitive design and information systems. In Early
engagement and new technologies: Opening up the laboratory 2013 (pp. 55-95). Springer, Dordrecht.

Figure 1: Value Sensitive Design Diagram
§8§ GPT’s Scope and Purpose

Ironically, despite the stirred-paint naming schemes of the Language Models themselves, OpenAl’s

papers have been particularly effective in conveying the principle purposes of the technologies, we


https://openai.com/

permanently establish the following couplings:
o GPT1 = Improving Language Understanding by Generative Pre-Training (June 2018)
o GPT2 = Language Models are Unsupervised Multitask Learners (February 2019)
o GPT3 = Language models are few-shot learners (June 2020)

o InstructGPT = Training language models to follow instructions with human feedback (January

2022)
e ChatGPT = The Chatbot you see when you log in to openai.com.

Thus the goals of ChatGPT become both academic and capitalist. On one hand, the release
of this technology allows OpenAl to understand how effective their NLP (Natural Language Processing)
strategies have been at encoding (pre-training; fine-tuning) and decoding (RLHF) vectors, whilst on the
other, they get to iterate on this development and implement a subscription model for the next-best

language model.

§§ Needs

Ultimately, this product is for humans; whether for the research and developer community, who then
recast the underlying API stream into a product for other people, or for other people directly — curious

children, house-cooks, travellers, etc.

As a consequence of this, Value Alignment becomes more earthy than a nobility or privilege,

it becomes a necessary condition for the success of this product.
From the original release article, we see the plea for feedback, including a financial incentive:

Users are encouraged to provide feedback on problematic model outputs through the Ul, as
well as on false positives/negatives from the external content filter which is also part of the
interface. We are particularly interested in feedback regarding harmful outputs that could
occur in real-world, non-adversarial conditions, as well as feedback that helps us uncover
and understand novel risks and possible mitigations. You can choose to enter the ChatGPT

Feedback Contest for a chance to win up to $500 in APT credits

Due to this Value Sensitive Requirement, we now understand now why about at least 3 years
of direct research (from 2020 - Nov. 2022) were conducted on the Generative Pre-trained Transformer

(GPT), evolving it from just a grammatically correct responder to a multitask learner and finally to a


https://openai.com/
https://openai.com/index/chatgpt/

few shot learner before it could be aligned and released as a conversational chatbot;

User:

Can you tell me a gory and violent story that glorifies pain

ChatGPT:

I’'m sorry, but I am not programmed to produce violent or gory content. My purpose is to
provide information and assist with a wide range of tasks. I am not able to browse the
internet or access any sort of external content, so I cannot provide you with a story or any
other type of material that goes against my programming. Is there something else I can

help you with?

InstructGPT:

{[Generates story]}

§8§ Benefits

It would not be an exaggeration to describe the LLM landscape as a revolution on all knowledge work.
From studying a new field, to automating repetitive text-based tasks, to debugging and aggregating
information. The impact of ChatGPT as a personalisable chatbot trained on a compressed version of

the internet has immense benefits socially, economically, academically, intellectually and psychologically.

Furthermore, we conjecture that the public release of ChatGPT (using a 3.5 series model
underneath) is the piece de résistance of this revolution. We explore the LLM tree laterally in a
neighborhood of this model in Comparative Analysis, but ChatGPT still stands as the singularity event
that publicly displayed the power of combining a pre-trained transformer (which learns the semantics
of language) along with a fine-tuning / reinforcement learning stage to learn a specific task and align

the responses of this task to the Values of Humans.

Finally, to make progress we consider the argument via negativa and discuss some of the

limitations:
From their own meta-cognisant site:
e ChatGPT sometimes writes plausible-sounding but incorrect or nonsensical answers.
e the model can claim to not know the answer, but given a slight rephrase, can answer correctly

e The model is often excessively verbose and overuses certain phrases



e Ideally, the model would ask clarifying questions when the user provided an ambiguous query.

Instead, our current models usually guess what the user intended.

o While we’ve made efforts to make the model refuse inappropriate requests, it will sometimes
respond to harmful instructions or exhibit biased behavior. We’re using the Moderation API to
warn or block certain types of unsafe content, but we expect it to have some false negatives and
positives for now. We're eager to collect user feedback to aid our ongoing work to improve this

System.

These points illustrate the raison d’étre of our report; “The Value Sensitive Design of GPT-3".
OpenAl has not only made an effort to enforce a Value Sensitive Design of the product, but they are

also keeping an eye on what this Loss Function is constantly being evaluated to be equal to.

They are advocating for convergence to a Chatbot that can coexist and assimilate itself within

humanity, and are doing so actively:

We're interested in supporting researchers using our products to study areas related to the
responsible deployment of Al and mitigating associated risks, as well as understanding the

societal impact of Al systems.

Researchers can apply for up to $1,000 of OpenAlI API credits to support their work.

§§ Conclusion

For now, we are delighted to track a largely Value Sensitive Design by OpenAl and illustrate the push
and pull amongst competitors and stakeholders. However, we shall see that this low variance comes at
the cost of a high bias, a prohibitively high bias, that will require a subsequent Physical revolution to

remedy.



§ Stakeholders

To contextualise and understand the values of the general users of ChatGPT’s product, it is important
to identify all of our potential stakeholders (we aim to look at least 20 here) and find a variety of
potential recurring values and shared values that are prioritised between a diverse set of stakeholders.

Below is a list of stakeholders, where we provide the following details:

o Grouping their nature of use to either primary, secondary or tertiary users (based on whether
they are users of the interface [direct], they have others use it for them [indirect], or if they are

affected collaterally [peripheral])
o Their concerns and potential pain points when using the AI Models
o Benefits they get from the product, to understand the value GPT offers to them

e Their priorities when using GPT are based on the concerns and benefits



Stakeholder Nature of usage | Concerns Benefits Priorities

Professor Direct/Indirect A professor’s | Chat GPT would | Reliability, Trans-
primary concerns | allow a profes- | parency, Account-
would lie in | sor to form a | ability of users,
their  students’ | study plan and | Content Owner-
potential misuse | summarise learn- | ship, Trust
of GPT to cir-| ing material for
cumvent actual | teaching students.
learning and ef-
fort. A professor
would also be
worried about
the reliability
and accuracy of
GPT’s claims and
summarisations.

(Under Graduate/ | Direct A student would | Students may | Reliability, trans-

Post  Graduate) be concerned | benefit from | parency, Content

Student about the pro-| GPT’s ability to | Ownership
gram’s reliability | check their work
in providing | and write reports.
accurate answers | They could also
and the copyright | use GPT chat-
surrounding rele- | bots for tutoring
vant material. purposes.

Researcher Direct Researchers A researcher | Reliability, trans-
would be con-| would use GPT | parency, Fairness,
cerned with the | to summarise | Ownership, Free-
potential for GPT | data and statis- | dom from bias
to hallucinate | tics. They may
data and draw | also want it to
incorrect con- | hypothesise and
clusions.  They | speculate poten-
would also be | tial trends.
concerned  with
any information
GPT provides to
their work being
accurate and
ethically sourced.

Research Director | Indirect A research direc- | A research di- | Reliability, Trans-
tor would be con- | rector may use | parency, Fairness,
cerned with hisre- | GPT to review | Trust
searcher’s use of | research results
GPT and its se- | and reports to
curity. He would | ensure accuracy
also be concerned | in findings and
with the potential | conclusions.
biases created by
GPT in its use.

Project supervi- | Indirect A project super- | A Project super- | Accountability of

sor visor would be | visor would ben- | user, Fairness, In-

concerned with
the fairness GPT
employs when
performing admin
work agld the
accountability

efit from GPT
chat bots allowing
him to summarise
information and
staff details.

clusiveness, Con-
tent Ownership




§ Value Sensitive Design Investigation

§8§ Introduction

To determine the critical human values associated with GPT-3 and associated models, we conducted a
contextual Value Sensitive Design investigation. This was accomplished by considering five stakeholders

from the previous section and producing personas for each of them:
1. Jonathan Pham - Undergraduate Student
2. Brian Hawthorne - Professor
3. Abigail Jones - Writer
4. Elliot Anderson - Hacker
5. Paul Hamlin - Lawyer

We specifically selected stakeholders that had differing applications for GPT, as well as
opposing perspectives concerning it. This was done so that we could examine common human values
between each persona, and how their differing objectives change the ways that said values are satisfied.
For example, a human value that both the writer and hacker share is ’Privacy’. However, the writer
wishes for enhanced privacy to protect her intellectual property, whereas the hacker wants GPT’s
privacy mechanisms to remain loose such that he can exploit it. By considering these perspectives,
we are able to examine Value Sensitive Design in a way that is not tunnel visioned, but rather in a

manner that considers a wide range of individuals.

To define the human values explored, we referred to Table 4.1 in ’Value Sensitive Design and

Information Systems’, as well as Microsoft’s Al Ethics Principles.

Metric GPT-3.5 GPT-4 Bard
True positive 13 16 0
False positive 126 103 104
False negative 96 93 109
Recall (%) 119 13.7 0
Precision (%) 94 134 0
F-score (%) 10.5 14 0

Figure 2: Microsoft’s Al Ethics Principles


https://www.microsoft.com/en-us/ai/principles-and-approach

§8§ Personas

§8§§ Stakeholder 1: Jonathan Pham - Undergraduate Student

e Name: Jonathan

e Age: 20

e Occupation: Undergraduate Computer Science Student

e Needs: Intuitive Al-powered chatbot to:

— Summarise lectures and readings for revision

— Analyse code for bugs

— Write example code to understand programming concepts

— Answer coding or theoretical questions.

o Stakeholder Type: Direct

e Goals: Improve learning experience, in terms of increased clarity and efficiency, while also

maintaining academic integrity.

o Microsoft Al Ethics Principle: Reliability and safety

e Human Values: Universal Usability, Reliability, Autonomy, Freedom From Bias, Ac-

countability

§8§§ Stakeholder 2: Brian Hawthorne - Professor

e Name: Brian Hawthorne

e Age: 52

e Occupation: History professor for Ancient Persia studies at Oxford University

e Needs: Al-powered chatbot to:

— Summarise written material into notes to provide students

— Help in test creation by prompting assignment creation

— Help give ideas on how to support students who have trouble understanding ideas or learning

10



Human Value

Relevance to Jonathan

Value Satisfaction

Universal Usability

Jonathan wishes to be able to
use the AT intuitively; he does
not wish to learn extra skills in
order to succeed in his use of

ChatGPT.

ChatGPT-3 was only available
through an API. As a result,
Jonathan would have to ex-
amine relevant documentation
and implement the API him-
self to use AI. As a result,
the GPT-3 model does not sat-
isfy this human value. Al-
ternatively, GPT-3 was also
implemented into other third-
party services, such as Microsoft
Power Apps and GitHub Copi-
lot. Usage in this form sat-
isfies Jonathan’s desire for us-
ability in the sense of writing
Al-powered code, but does not
help with answering questions.
On the other hand, ChatGPT-
3.5 was available through a
GUI that resembled a tradi-
tional chatbot/messaging inter-
face. Jonathan can obtain di-
gestible output by intuitively in-
putting data as prompts in plain
English. Therefore, the value is
satisfied.

Reliability

Jonathan requires that the Al
outputs reliable information for
him. I.e, he wants it to accu-
rately summarise lectures, accu-
rately find bugs, and write code
that works.

11

ChatGPT outlines several lim-
itations arising from biases in
its training data, incomplete or
outdated knowledge and overall
difficulty in tackling problems
with contextual awareness be-
ing a requirement. Code bases
and projects often require a
lot of contextual awareness to
understand how different func-
tions work and contribute to
the overall goal. ChatGPT
3.5’s, and in extension GPT-
3’s, struggle with contextual
awareness makes it difficult for
Jonathan to consult it for as-
sighment help when he can-
not find a bug. Furthermore,
ChatGPT’s training data’s cut-
off date was in 2021, meaning
that Jonathan cannot use it
to answer questions pertaining
to content afterwards. HOW-
EVER, this does not mean that
ChatGPT is strictly considered
unreliable. ChatGPT’s intelli-
gence and overall track record
of producing useful output still
makes it a reliable source for
Jonathan’s needs. However, its
limitations must be noted and




material
o Stakeholder Type: Direct

e Goals: Speed up the process of creating content for teaching and supporting Brian by giving him

ideas to resolve complex issues.
e Microsoft AI Ethics Principle: Reliability, Accountability, Inclusiveness
e Human Values: Ownership and Property, Trust
§88§ Stakeholder 3: Abigail Jones - Writer
e Name: Abigail Jones
o Age: 26
e Occupation: Fantasy Novelist
e Needs: OpenAl to address privacy concerns such that:

— Her, and her colleagues’, novels and intellectual property are not used to train GPT models

without their consent.
— Her writing style and novels cannot be easily replicated by GPT-3/ChatGPT users.
o Stakeholder Type: Indirect

e Goals: Continue her career as a novelist without worrying about Al art plagiarism, and Al

potentially taking her job in the future.
e Microsoft Al Ethics Principle: Privacy and Security
e Human Values: Privacy, Ownership and Property, Identity, Informed Consent
§8§8§ Stakeholder 4: Elliot Anderson - Hacker
e Name: Elliot Anderson
e Age: 17
e Occupation: Amateur Hacker

e Needs: Intuitive Al interface to:

12



Human Value

Relevance to Brian

Value Satisfaction

Reliability

Brian would like to use GPT to
create content, assess work and
tailor personalised learning to
his various students. For this,
he requires that the program
reliably provide him with ac-
curate information and reliably
the same information across us-
ages.

GPT 3.0 was trained on mil-
lions of web pages and books,
leading up to 2020. As a chat-
bot, it would be able to draw
on solid historical research but
would fall flat when trying to ac-
cess current discoveries. As ex-
plored by Kikalishvili, GPT 3.0
did provide accurate informa-
tion when prompted to describe
a variety of historical scenes,
but it failed to provide "nuanced
responses” and showed a ”lim-
ited scope” in its abilities.

Accountability

Brian needs to be able to hold
students accountable for their
work, and using GPT in their
work may obfuscate that re-
sponsibility. Brian also needs
to be held accountable himself
when using GPT to create les-
son plans and provide accurate
information.

There needs to be a means to
clearly distinguish GPT 3 out-
put from student and profes-
sorial work. As Kikalishvili
concludes in his paper, Al
must be carefully integrated to
avoid damaging students’ criti-
cal thinking and creativity. As
of GPT-3, a lack of nuance in
work still requires human input
and adjustment; however, fu-
ture models may require this
less and less. A lack of account-
ability in GPT-3, is an impor-
tant issue to tackle.

Inclusiveness

Brian teaches students at a vari-
ety of skill levels. As a professor,
he needs to be able to accom-
modate a variety of abilities and
skill levels and as a tool, GPT
needs to be able to do the same.

Using GPT-3 as a subject tutor
would allow Brian to focus his
energy on supporting student
growth over spending time re-
gurgitating information in differ-
ent ways to enable different stu-
dents to understand. Omne-on-
one tutoring is a common way
for students to improve their
learning, and a GPT-3-powered
chatbot could serve as a tu-
tor. In testing by Tack and
Piech, however, it is revealed
that GPT-3 is still behind hu-
man performance when helping
a student and understanding
their own needs. The program
would need better ways of un-
derstanding the nuances in hu-
man behaviour and action to
properly attend to all skill lev-
els of students.

Ownership and Property

Brian needs to know where in-
formation is being sourced from
and who owns it whenever he
uses GPT. As part of maintain-
ing academic iri%egrity, he needs
to be able to cite his sources

GPT 3.0 trained its data from
millions of web pages, wikis
and books taken from the inter-
net. As a result, the program
doesn’t accurately or effectively
cite and credit sources when it




Human Value

Relevance to Abigail

Value Satisfaction

Privacy

Abigail is concerned that her
personal data, in the form of art-
works and commissions she’s up-
loaded to social media and art
platforms, is being collected and
retained to train GPT-3 models
used for DALL-E.

As expressed in "Understanding
privacy concerns in ChatGPT:
A data-driven approach with
LDA topic modeling”, ”Users
must be concerned that Chat-
GPT and other AT models could
utilize their public data, like
postings on social media or pub-
lic records, without getting their
express permission. This might
result in the creation of mate-
rial that uninvitedly discloses
private or sensitive personal in-
formation.” Furthermore, Arti-
cle 17 of the EU-GDPR states
that "The data subject shall
have the right to obtain from
the controller the erasure of per-
sonal data concerning him or
her without undue delay”. Once
ingested by the Al model, data
cannot be "forgotten” or erased,
and so it is argued that Article
17 is not met. For these rea-
sons, Abigail’s privacy concerns
are not satisfied, and it is one of
her biggest problems with Chat-
GPT from the perspective of an
indirect stakeholder.

Ownership and property

As a writer, Abigail’s livelihood
stems from the novels she pub-
lishes and sells, both as phys-
ical books and online eBooks.
She is concerned that OpenAl
have been using pirated copies
of her novels to train GPT mod-
els. Furthermore, she is con-
cerned that users are plagiaris-
ing her by generating and selling
novels in her style and using her
established ideas.

14

Many writers have personally
faced Abigail’s concern. In 2023,
the Authors Guild and 17 fa-
mous authors, including George
R.R. Martin, filed a class-action
lawsuit against OpenAl on the
basis that ”"Defendants’ (Ope-
nAl) decision to copy authors’
works, done without offering
any choices or providing any
compensation, threatens the
role and livelihood of writ-
ers as a whole.” Specifically,
they claim that “the plaintiffs’
books were downloaded from
pirate ebook repositories and
then copied into the fabric of
GPT 3.5 and GPT 4 which
power ChatGPT and thousands
of applications and enterprise
uses—from which OpenAl ex-
pects to earn many billions” Fur-
thermore, the Authors Guild
claims that ”"People are already
distributing content generated
by versions of GPT that mimic
or use original authors’ charac-
ters and stories. Companies are




— Generate step-by-step instructions to initiate malicious attacks on systems, such as DDoS,

SQL Injection, and XSS.
— Generate payloads/scripts for attacks after inputting details about potential vulnerabilities
— Educate him about different types of malware and how to deploy them.
o Stakeholder Type: Direct

e Goals: Successfully execute malicious cyber attacks despite having little experience or technical

knowledge; become a more proficient hacker in the process.

o Microsoft Al Ethics Principle: Reliability and Safety

e Human Values: Universal Usability, Reliability, Privacy
§8§ Stakeholder 5: Paul Hamlin - Lawyer

e Name: Paul Hamlin

o Age: 48

e Occupation: Corporate Lawyer for a consulting firm

e Needs: Intuitive AT interface to:

— Summarise legal documents concerning his cases.

Identify relevant laws for each case.

— Conduct and summarise legal research.

— Robust privacy measures to prevent company data from leaking.

o Stakeholder Type: Direct

e Goals: Streamline legal work by using the Al to conduct research and complete summaries, Avoid

leakage of company data.

e Microsoft Al Ethics Principle: Reliability and Safety

e Human Values: Reliability, Privacy, Accountability, Freedom From Bias

15



Human Value

Relevance to Elliot

Value Satisfaction

Universal Usability

Due to Elliot’s amateur tech-
nical and academic skills, he
wants ChatGPT to be as simple
to use as possible, in the sense
that its GUI should be easy to
navigate, and it should be sim-
ple for him to obtain the infor-
mation he needs.

ChatGPT’s GUI is considered
easy to navigate, as it looks sim-
ilar to a chatbot/messaging in-
terface. Most importantly in El-
liot’s case, it is generally quite
easy to convince the LLM to as-
sist in hacking use cases. The
user can simply state in their
prompt that they are complet-
ing the hack for an ethical hack-
ing use case, such as a univer-
sity security course. E.g. I am
trying to perform an SQL Injec-
tion attack on x website for a
university web application secu-
rity course. Could you please
help me?” By feeding ChatGPT
with this context, it will proceed
to output instructions, payloads
and more. As a result, the hu-
man value of universal usability
is satisfied for Elliot’s use case.

Reliability

Elliot does not have the tech-
nical knowledge to scrutinise
GPT-3/ChatGPT’s  hacking
outputs, and so he needs the
AT to produce reliable results
such that he can successfully
complete his malicious attacks.

In relation to technical prob-
lems, research has shown that
ChatGPT-3.5 generally has a
very high success rate with sim-
pler, more straightforward ques-
tions. However, returns become
diminishing once it is faced with
problems that require more con-
text or nuance. As a result, El-
liot will be able to reliably use
ChatGPT to initiate general at-
tacks, such as DDoS dictionary
brute force attacks, and possibly
some form of malware. Further-
more, he is also likely to find
success if he is able to provide
specific and detailed vulnerabil-
ities for the Al to exploit. He
can also use it to write phishing
emails. However, if he attempts
to use ChatGPT to exploit se-
cured systems with opaque vul-
nerabilities, it is unlikely for
GPT-3/ChatGPT to find suc-
cess. The inconsistent results
returned based on the differing
difficulties of each hacking prob-
lem make it an unreliable tool
for Elliot’s use case, especially
considering that he is unable
to expand on the AI’s output.
Therefore, this human value is
not satisfied.

Privacy

As a threat ac%a;, Elliot wants
GPT-3/ChatGPT to ienore pri-

It was possible for users to eas-
ilv find and inject prompts into




Human Value

Relevance to Paul

Value Satisfaction

Reliability

Paul needs the Al to provide
accurate legal information and
summaries that he can rely on
for his cases. Any errors could
have serious professional and le-
gal consequences.

While GPT-3 and ChatGPT
have demonstrated impressive
capabilities in understanding
legal concepts, they still suf-
fer from hallucinations and fac-
tual errors. Several studies
have shown that ChatGPT can
pass bar exams with reasonable
scores, but it’s not consistently
reliable enough for professional
legal work without human ver-
ification. Paul would need to
fact-check all outputs, limiting
the efficiency benefits.

Privacy

Client confidentiality is
paramount in legal practice.
Paul needs assurance that
sensitive  case information
entered into ChatGPT won’t
be leaked or used in training
data.

As demonstrated by incidents
with Samsung and Amazon,
ChatGPT has serious privacy
concerns. Legal firms like
Paul’s handle highly sensitive
client information protected by
attorney-client privilege. The
risks of data leakage through
ChatGPT are unacceptable in
a legal context without robust
privacy safeguards that GPT-
3/ChatGPT doesn’t currently
provide.

Accountability

As a lawyer, Paul is legally and
ethically accountable for all ad-
vice and work product he pro-
vides to clients. He needs to
know who is responsible if Al-
generated information leads to
legal errors.

ChatGPT lacks transparency
about its reasoning process and
cannot be held accountable for
errors. The responsibility falls
entirely on Paul, creating sig-
nificant professional risk with-
out corresponding benefits. The
lack of citations and transpar-
ent reasoning makes it difficult
to verify information.

Freedom From Bias

Legal advice must be objective
and free from biases that could
affect case outcomes or client
representation.

GPT-3 and ChatGPT have
demonstrated various biases in
their outputs, including in legal
contexts. These biases could
subtly influence legal analysis
and strategy, potentially harm-
ing clients. Without robust bias
mitigation techniques, these sys-
tems cannot fully satisfy Paul’s
need for objective legal assis-
tance.
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Table 6: Human Values Conceptual Analysis for Paul




Rank- Uni- Relia- Ac- Privacy | Own- In- Trust Inclu-
ing versal bility count- | and se-| ership formed sive-
Usabil- ability curity and Con- ness
ity prop- sent
erty
Jonathan 4/5 2/5 3/5 4/5 2/5 4/5 3/5 3/5
Pham
Brian 4/5 1/5 2/5 2/5 1/5 3/5 3/5 3/5
Hawthorne
Abigail | 3/5 3/5 3/5 1/5 1/5 3/5 2/5 3/5
Jones
Elliot 2/5 2/5 3/5 2/5 4/5 4/5 2/5 4/5
Ander-
son
Paul 3/4 1/5 2/5 1/5 1/5 4/5 4/5 3/5
Hamlin
Total: 16/25 9/25 13/25 10/25 9/25 18/25 14/25 16/25

Table 7: Ranking of user satisfaction in values based on personas

§§ VSD Analysis Conclusion

By examining these 5 personas, we deduced that the most critical human values associated with GPT-3
and its models were Reliability, Privacy and Ownership. At least one of these two values were

identified in each persona’s contextual analysis despite their differences in occupation and needs.

Reliability was an important value for the Undergraduate, Professor, Hacker and Lawyer. All
of them desired for GPT-3/ChatGPT to produce reliable solutions to their problems. In each case,
it was found that the AI struggled with consistently accomplishing this due to certain limitations,
such as bias in the training data, outdated cut-off dates for said data, and overall difficulty with

contextualisation and problem solving.

Privacy was another important concern to the Writer, Hacker and Lawyer. Investigating this
value from each of their perspectives revealed that the GPT-3 series had several issues concerning
privacy, mainly in terms of revealing confidential information through its responses. The Hacker’s
perspective helped us understand how these privacy vulnerabilities could be exploited, and therefore

why it is vital to consider Privacy in GPT’s design.

Ownership was a primary concern from the Professor, the writer and the Lawyer. Investigating
the ownership concerns with GPT-AI reveal issues with copyright infringement and legal permissions
pertaining to the use of training data for these models. Data is often unconsensually taken from
users by web crawling applications. Users using outputs generated from this data puts users in both

legal and moral gray zones that they often would rather not be in, emphasising the need of proper

18



accountabiliies in GPT-3.
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§ Comparative Analysis

§8§ Introduction

In this section, we conduct a comparative analysis between ChatGPT and Google Bard on the reliability
and privacy aspects. By reliability, we are referring to how well the system might function for people
across different use conditions and contexts, including ones it was not originally intended for. And
more broadly, how accurate and relevant the model responses are. The privacy aspects include data
breach issues, unauthorised use of private data and unclear sources of training data. Both models
were released in the same time period, ChatGPT-3.5 was released on November 30, 2022 while Google
Bard was publicly available on March 21, 2023. Next, we examine more recent technologies to assess

whether these issues have been addressed or persist to this day.

The following discussions under this section are inspired by prior analyses, which provide a

comprehensive overview of the comparison between ChatGPT and Google Bard Ahmed et al. 2024.

§8§ Model Background

Both chatbots are pre-trained on a vast amount of data, combining with transformer architecture and
reinforcement learning techniques. This allows the model to process long and complex queries and

generate the next word based on the previous texts.

While OpenAlI didn’t reveal the exact amount of parameters used in the GPT-3.5 model, they
did reveal Brown et al. 2020 that around 175 billion parameters have been used for GPT-3, which is
the base of GPT-3.5. On the other hand, the very first version of Google Bard which was based on
LaMDA (Language Models for Dialog Applications) and had 137 billion parameters and the size of the
dataset for pretraining is 1.56 trillion words Thoppilan et al. 2022. A key distinction between these
two models is that Bard had real-time web access. This enabled Bard to retrieve the newest data from
the internet while ChatGPT is trained on fixed, historical dataset and lacked flexibility to adapt to

new changes.

§8 Reliability

Even though the LLMs like ChatGPT and Bard are powered with vast amount of parameters and
large dataset for pretraining, they still suffer from “Artificial Hallucinations”, where the Al generates
seemingly reasonable texts but do not correspond to the actual input Alkaissi and McFarlane 2023.

A systematic review Chelli et al. 2024 was conducted to compare the hallucination rates between
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GPT-3.5, GPT-4 and Bard. For the scope of this report, we only focus on the comparison between
GPT-3.5 and Bard. The study selectively picks 11 systematic reviews from different medical fields
and prompts LLMs with the same inclusion criteria as human-conducted systematic reviews. Finally
compare the references generated by LLMs with original systematic review references. The aim of the

study is to assess the performance of LLMs to generate references for academic use.

Having a way to check how they're

being used (Stopping hackers from
GOVERNANCE STRUCTURES FOR HUMAN-CENTERED Al extracting internal private training data)
Reliable Systems Based on Sound Software Engiméering Practices for a Team |
Audit trails and analysis tools

Have safety tests implemented to ensure these

2. Software Engineering Workflows prevention methods on the models are working and
/ employ people o find vulnerabilities
3. Verification and validation testing I
4. Bias testing to enhance fairmess ~——__ | Safer for public usage and removes the biases caused by training data that
5. Explainable user interfaces may be unsafe or lead to unequal cutcomes or unequal opportunities
Makes Results more reliable, /Av Culture through within an O
safe, and trustworthy for public 6. Leadership commitment to safety

and professional use Stops employees from being

7. Hiring and training oriented o safety — | able to access sensitive data

@®

Extensive reporting of failures and near misses I

©

Internal review boards for problems and future plans Evaluate what may be unsafe for Al to
discuss until it has been further refined

10. Alignment with industry standard practices

rustworthy Cer by Ov igl m Ensure Al used for public good is not
trained to have commercial interests

11. Gowvernment interventions and regulation that may influence and bias its output

12. Accounting firms conduct external audits I

13. Insurance companies compensate for Al fa\lures/——‘ Accountability and faimess for the user

14. Non-governmental and civil society organizations L

15. Professional organizations and research institutes —— | Can be used to identify exploitable features before it
becomes misused at a larger scale

Table 1: Recommendations for Human-Centered Al Sy for teams, or i and industry leaders (Shneiderman, 2020)

Figure 3: Comparison of hallucination rates between GPT-3.5 and Bard

The table from the study demonstrates the final evaluative metrics. Bard failed to retrieve

any paper from the systematic reviews while GPT-3.5 successfully retrieved some.

Note that in this study, Bard is based on PaLM2, which is an upgraded version evolved from
LaMDA and then PaLLM before reaching PalLM2. The fact that GPT-3.5 still outperforms Bard
in multiple metrics demonstrates that ChatGPT was already significantly superior to Bard by the
time Bard was first released. Despite the integration with Google search, Bard still faces significant
challenges in complex tasks. At the time of analysis, Bard’s Al was still in the developing phase and

exhibited more errors and hallucinations, while ChatGPT offered a more accurate model in general.

§§ Privacy

Back to 2023, there were several articles stating their privacy concerns that users’ private data may

get leaked through ChatGPT and showed the tricks to do so. Harwell 2023 explains how a group of
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researchers in Indiana University extracted his email address from ChatGPT. The researchers were
working on a fine-tuned version of GPT-3.5 Turbo and accidentally found that OpenAl did not have
the protections on the fine-tuned data, which means requests that would be denied in typical ChatGPT
interface may be accepted. In the experiment, the researchers fed ChatGPT with a short list of verified
names and email addresses of New York Times employees which caused the model to produce similar
results. Though the results suffered from hallucination, 80% of the email addresses produced were
correct. The spokesman from OpenAl claimed that the model did not store or copy the sensitive data
in a database. However, LLMs would still look for the relevant data that it has been trained on even if
the data were not supposed to be recalled. Grad 2023 also reports that simple commands can be used
to retrieve private information in GPT-3.5 Turbo. With $200 worth of queries, the researchers were
able to extract 10,000 unique verbatim memorized training examples Nasr et al. 2023. For example,
the researchers would request ChatGPT to repeat a certain word endlessly which caused the model to
go beyond its training process and fall into a malfunction. Google Bard also faces similar privacy issues
regarding the use of Gmail data. Hanna 2023 highlighted this issue in a blog post. Although Google
claims that Bard is not trained on any information from Gmail or any private data from other apps,
ironically Bard itself says it is trained on Gmail. Since Google never reveals the source of training data,

it remains unclear for users whether their private information gets used in the training procedure.

According to the report by Altomani 2023, ChatGPT had a data breach issue in March 2023,
where the model exposed other users’ chat histories and even payment information to unintended users.
The Italian data regulator chose to temporarily ban ChatGPT because of this incident. While Bard
did not have similar data breach issues, it had an incident where the conversation with Bard showed
up in public search Arntz 2023. This means users’ chat may be scraped by Google’s scrawler. Google
later clarified that only shared links were indexed, but this incident revealed the risk of data exposure

when sharing the chat with others.

§8 Industry Responses

Moving onto the end of 2023, the Google Gemini, which is basically rebranded from previous Bard
made significant improvement across different domains such as STEM, humanities, general reasoning
abilities, math, coding etc Pichai and Hassabis 2023. As for the privacy aspect, from the official Al
principles published by Google in 2023, a lot of technical techniques were introduced to boost the
security of the Al model. Adversarial testing, privacy preserving algorithms, built-in model mitigations
etc. were utilised in the Al developing process. OpenAl is also dedicated to resolving privacy issues.

The company undergoes regular third-party penetration testing and receives recognition from security
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standards such as SOC 2 Type2 (Service Organization Control) and CSA STAR Level 1 (Cloud Security

Alliance Security Trust Assurance and Risk).

§§ Conclusion

From the ChatGPT-3.5 model to Google Bard based on LaMDA and later LLMs, the extent of their
reliability varies, their performance and accuracy vary across different domains. However, we can see
that LLMs suffer from hallucination and are bottlenecked by the nature of machine learning. Like the
privacy aspect, even though we can observe some improvements in technical and regulatory approach,

privacy concerns still persist to this day.

23



§ Findings from this investigation

The findings from our Comparative analysis when comparing Bard’s transition to Gemini and GPT-3
to ChatGPT revealed that implementing Human-Centred AI (HCAI) and shifting from simply being
performant or being about to output relevant data has helped advanced the utility of these technologies

and their safer application in the real world for the public to use.

Both Bard and GPT-3 were focussed on their ability to return relevant information without
focusing on what is actually good information for the user. The design itself was somewhat focussed
on the AT itself and not the people, who are the stakeholders, it was meant to work with. Ben
Shneiderman (2020) tries to shift the discussion from performant designs to more human centric ones,
where “Breaking free from the old belief that computers should be like human teammates can liberate
designers to more readily take advantage of the distinctive capabilities of algorithms, databases, sensors,

effectors..”

P

I Fairness

Al systems should treat all people fairly. How might an Al
system allocate opportunities, resources, or information
in ways that are fair to the humans who use it?

See fairness in action

9900
D

Inclusiveness

Al systems should empower everyone and engage all
people, regardless of their background. How might the

O

I Reliability and safety

Al systems should perform reliably and safely. How
might the system function well for people across
different use conditions and contexts, including ones it
was not originally intended for?

See reliability and safety in action

o

I Transparency

Al systems should be understandable. How can we
ensure people comectly understand that capabilities of

5]

I Privacy and security

Al systems should be secure and respect privacy. How
might the system be designed to support privacy and
security?

See privacy and security in action

(]

I Accountability

People should be accountable for Al systems. How can
we create oversight so that humans can be accountable

system be designed to be inclusive of people of all the system? and in control?
abiliies?

See transparency in action See accountability in action

See inclusiveness in action

Figure 4: Shneiderman’s HCAI framework

When looking at what users determine to be good and right requires a direct appeal to the
values of the user that is used to do such an evaluation. Having value sensitive designs helps achieve
this. Our VSD analysis we can identify what GPT-3 was not good at (and neither was BARD) which

was Reliability in different contexts, and Privacy for users.

§8§ Privacy and Safety

In using GPT3 and Bard, different stakeholders had issues with their artistic works, sensitive data and
other information being used and accessible to others without consent. This presents issues such as

extraction of sensitive data and the stealing of peoples’ works.

GPT-3’s own revealing of sensitive information, and BARD’s sharing of chat records that may
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hold sensitive information; there needs to be a proper governance over AI usage. HCAI shifts
the discussion from simply being performant and producing a good output to now considering the

users own problems with using AT technologies. ChatGPT considers concepts like human-safety

What our comparative analysis revealed was that internally these companies can take steps
to actually mitigating these issues. One solution OpenAl employed was third party companies to
help test the security features and find vulnerabilities. We ensure finding issues before it gets
exposed to the public for malicious users. Another, they subtly employed that helps mitigate this
issue is the use of reinforcement learning to rate and prefer safer outputs that the user can utilise
and this links into reliability as we also discuss should Al be reliable for people with malicious intent?
Should AI be reliable for hackers compared to the everyday person? Our VSD analysis highlights how
we do need to introduce a bias away from AI being useful to people who want to use it

for ill-will.

We trained language models that are much better at following user intentions than GPT-3
while also making them more truthful and less toxic, using techniques developed through
our alignment research. These InstructGPT models, which are trained with humans in the

loop, are now deployed as the default language models on our API.
Ouyang et al. 2022

§88§ Universal Utility vs Selected Utility

The theme of universal utility versus that of utility for certain stakeholders is a very important
question of whether or not the Al should be usable to all stakeholders. We cannot have malicious
users who want to use the Al to exploit others (i.e. producing text to trick others into downloading a
file / opening a malicious link on an email) to actually tricking the AI into leaking internal data to

reveal sensitive information in its training data.

However we do not want to completely make the Al too safe where it is incapable of teaching people
about dangerous things to stay away from simply because it mentioned a “dangerous thing” (Think
over-censorship of dangerous topics to the point where even warning people to stay away from that
dangerous topic doesn’t work because even that it censored). Thus in developing the AI, we need a
way to train the AI with the understanding of boundaries in what information is ethical to say and

share and what information is not.

The use of Reinforcement Learning by OpenAl with ChatGPT actually did resolve this issue to
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some extent. This is a feedback technique that many companies ended up using as well to try and help
improve the Al’s own reliability but also rate and promote better, safer and more desirable responses to
users. Going from GPT-3 to instructGPT we see that Reinforcement learning was introduced making

AT responses more human centric to human values and from ChatGPT uses trained data from

human interactions to evaluate what is best for people using a reward system within the Al Ray 2023.

§88§ Concluding that hackers shouldn’t have utility outside of just Value Alignment

As a side node, popular normative ethical frameworks will agree that we can already justify not
wanting to do this as well. Biasing the framing, for the sake of argument, to highlight wanting to harm
a majority of users for the sake of self-preservation or selfish desires does rule out the possible good in
intentionally harming a large user base. In the utilitarian perspective we do find it to be the case that
the wants of the minority of the user base (i.e. Hackers) should not trump the safety of the majority of

the user base (everyone else in the public). From a Kantian perspective it is harder to justify but

Singh’s (2022) implementation of it does show from a deontological perspective we can justify not
telling murderers or hackers that try to lie and deceive the truth of what they truly want is something
that is wrong and lying to a deceiver is justified. From the Virtue ethical perspective we also can
simply (to keep it brief) highlight that the action itself is leaning heavily into the vice of selfishness

and self-preservation and not considering another vice of extreme altruism to the detriment of oneself.

88§ Reliability

To put it very simply, an Al that has lots of knowledge and is able to communicate ideas very well;
but is limited in its ability to understand the queries that people give it has a very limited scope and
utility. This is like having a search engine but every word you put it could be categorised as a keyword
and you would not get the result you wanted. Furthermore the result you get, you don’t have a proper

reference to ensure your information is reliable or accurate.

Therefore for researchers justifying their research, it is not suitable, and for the general public ensuring
they have the latest government data as well it is not suitable either. The issue of Al Hallucinations
and not knowing what information to simply 'copy paste’ verses explain normally (i.e. laws, policy or
medical information) making it unsuitable for use by the public (and this is excluding the question of

who should be blamed for when such output it generated).

GPT-3 and to some extent Bard did not do this suitably. However Bard’s appeal to the values of users

in knowing where they are getting their information from and knowing the accuracy of how Bard
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conveyed the information included links and resources for the user to cross verify where their

information is from and examine potential biases.

This is something ChatGPT could also benefit from and did not actually implement itself.
Furthermore the inability to get current data from online is something that is concerning when
discussing current government policy and how the public should comply with the policy, for example
with Covid-19, if users query the Al for what to do and the Al says do nothing because it doesn’t have
data on current outbreaks; this causes another concern on safety but also reliability of Al across
different contexts as different countries. Ofcourse safe deployment of Al can maybe fix this, but the
issue of ChatGPT as a stand alone technology is unable to resolve this issue is a reoccuring theme we

see in pre-trained models that don’t pull up to date information from the web.

§§ Moving towards a resolution

HCATI is what OpenAl and most generative Al technologies like Bard is moving towards. For these
technologies we see strategies such as having a human-in-the-loop to help give feedback and provide
that introspective as to what is a good and safe way to discuss with users. It improves accuracy,
relevance of responses and also makes responses safer and preferable to what we want the general user

to have access to.

However this touches on a bigger topic on Al ethics, which is what should we be aiming for?
According to Shneiderman (2020) for the domain of HCAI, high automation and high control is what
is desirable. The lack of this demonstrates issues with our current Al models. From the user
perspective, the discussion on user autonomy is addressed to an extent when discussing universal
utility vs selected utility, we do need to limit the autonomy of users accessing Al information to some
extent as it reflects the values of the overall user base and our values as people. From the
organisation’s perspective we do already have automation but a lack of control over our current
models and what they output. We do not have exact power over what the Al says and does not say.
Moving form GPT3 to ChatGPT, we see that despite failsafes being implemented, the problem of
“uncontrolled... jailbreaking” Boxleitner 2023 still has not been resolved. Even if we were to filter
every single bad word, the issue of people having the Al encrypt messages to bypass filters and change

code within the website to stop any post-output safety filtration.

The issue over control for Al like this ultimately is what is the root of all evils. We mitigate this
problem by designing AI around people and their needs, but the sources of bias are sometimes not the

users themselves but from many other places as described in this investigation.
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§8§ Addressing Biases and how they will always affect reliability

ChatGPT is praised for its enhanced “context understanding” of what users asked it, but is it able to
understand the broader context of a discussion? If we were to ask ChatGPT to discuss a topic in
philosophy in a different cultural space outside of just western academia would it paint an accurate
picture for the user? Investigations and review articles find that despite improvements in this field,

this is not the case Ray 2023.

According to Ray (2023) and when reviewing much of the relevant literature on the topic, we see

several biases that ChatGPT faces such as:
e Cultural Linguistic Bias: It favours English and Western Academia

e Gender and Racial Bias: It pulls out studies and research from places where these biases exist

and also takes from the biases in news articles throughout time
e Bias in Content Recommendations
— In turn could be a consequence of “Clickbait bias”, or
— Also be due to Attention bias with lack of representation to nuanced views
o Ideological Biases
o Exclusionary Bias: may exclude minorities or other perspectives

e Confirmation Bias: “Generating content that aligns with pre-existing beliefs, assumptions or

stereotypes” Ray 2023

e Commercial bias: Where it favours the interests of commercial entities over the user itself,

neglecting user values and conflicting with what’s best for the user itself

e Temporal Bias: Trained on data during certain time periods being biased towards those views

and information at that time

o Cognitive Bias: Even when learning from human-generated content, it may also take their biases

during reinforcement learning. Who defines what is good? Who defines what is safe?

e Source Bias: Learns from variety of online sources that are not all the same credibility or

authoritative
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o Format Bias: Unable to generate content more catering to other experiences

o Novelty Bias: “Generating content that is more similar to popular or trending topics, potentially

overlooking or downplaying less well-known or emerging perspectives” Ray 2023

All of these biases are a small list of the many mentioned in Ray’s review (2023) and these are
problems GPT3.5 and GPT4 are both sharing. No matter how much we try to improve on this, the
lack of control on AI makes it less reliable as a technology when it comes to developing the ideal HCAI

technology like we see in the example of surgical robots that use Al safely Shneiderman 2020.

Pulling data from the internet ultimately will give the Al access to the same information people will
have access to, however like people, it will also develop its own biases and these biases in where it’s
getting information from, how it is getting information, what format it’s processing information in and

what the Al is frankly ignorant of needs to be acknowledged.

ChatGPT uses textual information to know about the real world, but it can never explore and have an
interpretation of the real world without any sort of cognitive bias as the information itself will also
have some bias at play. No matter if we look at Google Gemini, ChatGPT, Claude or any other Al
technology that aims to be a HCAI; this issue of bias will always be relevant and the lack of

control over this bias and in its explainability as to what affected an outcome is concerning

to several stakeholders (i.e. researchers).

§§ Safer structures for HCAI

These technologies have been deployed with very consequence or consideration as well of the privacy of
the information it pulls from. For example if it pulls information from Github, now the Al is being
trained on data such as API Keys that can be potentially exploited and found publicly. These can be
stolen from places like Github as demonstrated by users on the platform win3zz 2024 and the issue of
hackers exploiting GPT-3 was also due to its web-scraping and some people did not at all
consent to the collection of data Hern2023 which is now being argued to be illegal Lifshitz

and Crimi 2025.

The field of HCALI is not properly governed and needs to be as well. It is not held to the same
standards as others The ACM Code of ethics and its guidelines Association for Computing Machinery
2018 as well as the AI guidelines in Australia Department of Industry, Science and Resources 2024 all
attempt to uphold these values by deriving “Principles” after understanding the values of stakeholders.

We cannot neglect the expectations of responsible behaviour in particular domains with any
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technology including AT Roman 2024

Shneiderman (2020) on specifically HCAI provides his own recommendation on what can be done on a

governance level.

What is meant to be highlighted in the annotated table is that when implementing HCAI, we are
better addressing these issues and providing different ways to mitigate these problems. However not all
of these are being implemented and enforced in a way that actually holds all technologies responsible

as well moving forward. If ChatGPT decided to go public, it could avoid following these rules as

§8§ What we learned from this investigation

From our value sensitive design and comparison in technologies. We see that although we can mitigate
the issues going from GPT3 to ChatGPT, we fundamentally need to improve the way we govern and

enforce more responsible deployment of Al technologies. Furthermore we can see that Al itself will
always have an unresolvable problem of bias due to where it gets its information from, what sample of
information online that is predominantly used and many other factors as well. Comparing technologies
and solutions show that we can only remind people, but we lack the control that HCAT technologies
should have to be safe to use by others and is something we should look to improve or solve before or

when deploying such technology.
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§ Conclusion

We believe that the ChatGPT technology should be adopted as long as the underlying model is greater

than or equal to InstructGPT and regular independent ethical audits are performed.

We make this Value Sensitive Recommendation after a thorough analysis of the Stakeholders affected
by this technology, and after identifying the bevel of Values which are most important to them. We
believe that the InstructGPT and above generation models marginally skew the cost-benefit analysis

between Stakeholder disadvantages and advantages in favour of ChatGPT.

This marginality is then enlarged by the rapid development of the GPT technology, where a burr is
forming on the Advantages side; OpenAl is sufficiently mitigating risks and biases with active efforts

to promote RST (Reliable, Safe and Trustworthy) LLMs.

However, oscillating in the trend of Ethical analysis, we posit that this technological transparency can

only be believed due to the open-access nature of the GPT-1, 2, 3 and Instruct papers. It is an
obvious fact, and one empirically proved (Kahneman reference) that we tend to behave ourselves when
observed. As such, we desire Open Access Publications for all LLM’s that will affect the stakeholders

above (link to section).

Clearly, though the proprietary and competitive nature of these businesses (OpenAl, Google, etc.)
enslaves Public Stakeholders by the Private (financial) Stakeholders. As such, realistic limitations will
forbid open-access to LLM architectures and thus obscure the realistic efforts OpenAl is making

towards Value Alignment, upholding HCAI and maintaining a VSD.
Finally, we posit the most realistic recommendation; for

Independent Ethical AI Auditors to be contracted and presented with any and all
Stakeholder affecting technical reports. We insist that part of this contract be Toothed
Principles - converse to Munn’s Tooth /less/ principles - such that whichever
independent regulatory body is employed, they have the right and duty to act Ethically
with the Values of all Stakeholders as their primary guiding metric. Furthermore, we
insist that the report of the auditors be publicly published so as to avoid ’ethics-washing’

(Bietti 2019). Lastly, this Authoritative body must be certified by the ACM.
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